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Agenda
§ Cloud Landscape & Provisioning

– Continuous Integration

§ Db2 Provisioning Solutions via z/OSMF

§ Cloning for Provisioning

§ z/OSMF Components & Operation

§ Provisioning Solutions
– Subsystem option

§ Quick look at Db2 Native REST Support

§ IBM System z Trial Program
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Apply Cloud/DevOps Concepts to your Db2
§ Take business arguments to the data…

– Drive down costs and outperform competitors value
– Consumptive patterns
– Increase resilience by enabling other business players to create complex higher value 

proposition on top of your interface
– Drive loyalty in a world of openness

§ Provisioning / Refresh
– 2 Speed IT

• Enabling Agile development
• Fail fast /Shift left

§ DevOps
– Continuous Integration / Continuous Delivery (CI/CD)
– Deploy to Production
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§ How can Db2 fit into this dynamic development 
environment?

§ Provisioning and Deployment (Promotion)

§ We have Tools that reverse engineer database 
structures and move data

§ We have Tools that do schema compares and 
determine differences

§ We need these services to be RESTful
– Representational State Transfer
– Light weight HTTP protocol to invoke 

services

§ We need integration with todays CD/CI 
solutions

Business will pass you by if you are waiting for…
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§ Top CI/CD Tools
– Jenkins
– TeamCity
– Bamboo
– GitLab
– Go
– Travis CI
– Wercker
– AppVeyor
– Buildbot
– CruiseControl
– Semaphore
– Urbancode
– FinalBuilder
– Hudson
– Chef
– Team Foundation
– Codeship

§ REST is the key
– Representation State Transfer
– Lightweight HTTP protocol
– Micro/services architecture
– Supports composable applications / pipelines

§ External REST APIs
– Db2 Native REST support
– z/OS Connect
– Like an open stored procedure call

§ Internal REST APIs
– Support for operational functions
– DevOps 
– Supports pipelines for products on left

§ The focus of this presentation
– Provisioning & Deployment
– Tools as the microservice to CD/CI pipelines

Continuous Integration / Delivery Concepts
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z/OSMF Workflow

z/OSMF

Workflow

Manages z/OSMF Workflows
Access to z/OS Resources

(SDSF, ISPF, etc.)

Workflow Definition File 
(XML)

Steps
Workflow variable input file
Templates

STCs: IZUSVR1
IZUANG1

A framework for managing various aspects of z/OS through a 
web browser interface.
Streamlining traditional tasks.
Provides automation.

Db2 provisioning via
z/OSMF

§ z/OSMF Workflow
- Workflow Definition File (WDF)

- XML
- Structure of workflow
- Variable definitions

• Category Groups
- Steps to complete a task

- Variable Input File (VIF)
- Defaults for variables

• Input Variables pages
• REST workflow create
• VIF
• WDF

- Template(s)
- JCL (REXX, UNIX Shell)
- Executed in the steps
- Variable substitution
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z/OSMF for REST

z/OSMF

REST Server Workflow

Manages z/OSMF Workflows
Access to z/OS Resources

(SDSF, ISPF, etc.)

Numerous z/OSMF REST 
Interfaces (see table)
REST interfaces for 
Workflows

Workflow Definition File 
(XML)

Steps
Workflow variable input file
Templates

STCs: IZUSVR1
IZUANG1

A framework for managing various aspects of z/OS 
through a web browser interface.
Streamlining traditional tasks.
Provides automation.
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“Create schema like” service

§ Specify source environment and schema, 
target subsystem and schema

§ Rip source, provision target

§ Utilize REST enabled IBM Change 
Management Solution Pack

– V11.2 + PI67731, PI72396, PI76054
– DB2 z: PI79222 (V11), PI73492 (V12)
– z/OSMF: PI71068 (V2.1), PI70526 

(v2.2)

§ Useful for
– CD/CI fully automated tests
– Self-service schema provisioning portal

§ AOC provided Workflows
– GEN (Provisioning)

• Reverse engineer objects
– Compare Batch (Deployment)

• Produce DDL for differences
– Run DDL (Provisioning & Deployment)

• Execute results from the above

DB2A
Schema=SDMOBGM

(source)

Admin / Object Compare

z/OSMFDev
REST call over HTTPS 

Workflow

Schema 
deployment 
process

DB2A
Schema=SDMOB01

(target)

Provision developer environment
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Cloning Tool Mission
§ Purpose-built tool for creation of clone environments
§ Enable cloning for Production-like environments without 

Production impact
– Create or refresh a QA environment
– Life-like Development environment
– Move workload/users to another DB2
– Test migrations
– Forensics / Auditing
– Provisioning

§ Efficient creation / refresh of Subsystem and Application clones
§ Time savings for Administration roles (Systems, DBA, Storage)
§ Maintaining source system availability during the cloning process

– Consistency with Availability
§ Expandable architecture for customer-specific situations
§ A product roadmap which will bring added productivity and 

enhanced flexibility

Cloning for
Provisioning
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Subsystem Cloning & Application Cloning

Subsystem
Cloning Application

Cloning

REST 
InterfaceAPI

LISTDEF (w/simulate mode)
Source page set or image copy support

Fuzzy Copy option to maintain source availability

To the same or different subsystem/group
DDL propagation

Object attribute renaming
RI Handling

Table Space Log Apply
Mismatch detection

UNLOAD/reLOAD Support
REPAIR / Index REBUILD option

Identity Column adjustments
XMLSTRINGs Processing

Data Masking

Cloning Tool
Understands the internals of DB2 and 
Integrates with storage system facilities

REST 
Interface

API
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DB2 Application Cloning (Provisioning) / Refresh Steps

14

Production DB2
‘Source’

DB2
Target

Target DB2

8

9

1

Source Job

7

Target Job

Create target objects if  
they don’t exist

- Translation rules

Perform copy process

Start target table and 
index spaces

Update identity columns 

XML conditioning

Object ID translation, data 
masking and log apply

Drive REPAIR &/or Index 
REBUILD if needed

LISTDEF selection
- RI 
- AUX
- Include Indexes 
- EXPLODE_OBJECTS

Stop table space or 
fuzzy copy

Start, if stopped

2 Verify object compatibility

4

5

6

DB2

3
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Application Cloning Sources & Targets

§ Within the same DB2 system 
or to another DB2 system

§ In the same LPAR or another 
LPAR

§ Name and DDL Attribute 
Translations

§ DB2 Source VSAM dataset
–Log apply possible

§ DB2 regular DB2 Image Copy
–Log apply possible

§ Consistent Flash Copy Image 
Copy of TS (and IX)

§ System Level Backup
–Recovery Expert produces ICs 

from the SLB
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§ Protect sensitive production data on test systems
§ Cloning Tool is not a data masking / privacy product

– Will not work with compressed data or LOB, XML, or graphic types
– Does not consider the context of the field during masking

• For example: Credit Card Numbers
• Could cause application validation / logic errors

§ Option to mask one or more columns during the table space refresh 
process

– 11 masking options from which to choose
– Specified at the table / column level

§ The masking changes are made during OBID translation step based on 
masking rules that are enabled during the copy

§ All referential integrity columns can have same masking function applied
– 3 of the masking options (PATTERN, SCRAMBLE, USEREXIT) 

applicable to RI
– You must use the same option consistently across RI sets

§ USEREXIT should be used when spanning DB2 & IMS Cloning Tools
– Can be written in multiple languages

Data Masking
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z/OSMF for REST

z/OSMF

REST Server Workflow

Manages z/OSMF Workflows
Access to z/OS Resources

(SDSF, ISPF, etc.)

Workflow Definition File 
(XML)

Steps
Workflow variable input file
Templates

STCs: IZUSVR1
IZUANG1

§ When using FTP to place the files in USS HFS
§ Use binary transfer

§ Browse or Edit can be used to view the files with 
the Data Encoding: ASCII option

z/OSMF Components
& Operation
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• Workflow Definition File

• 48 Variables across 5 Categories

• Cloning Tool Installation

• LPAR & Db2 Information

• Cloning Tool Processing Parms

• Source Object Parms

• Target Object Parms

• Variable Input File

• 48 Variable defaults

• Customization per environment

• Templates

• 3 jobs

• Parm Check

• Source Job

• Target JOb

Subsystem ProvisioningApplication Provisioning
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§ The workflow XML file
– Workflow information
– Variables
– Steps

Making of a z/OSMF Workflow 

1
2

3

1

23
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z/OSMF Workflow Use Overview
§ Create the workflow

– Via z/OSMF web pages or a REST API
– Make sure steps are assigned
– Steps should be in a “Ready” status if AutoEnabled

§ Start workflow
– Via the z/OSMF Step, Perform tab
– If the step is Completed successfully and the next step is Ready 

the workflow continues

§ Once a workflow is Completed
– A step can be executed individually

• z/OSMF management facility, Perform tab
• REST API with the stepname JSON attribute

§ For repeated service requests
– Like Provisioning & Deployment
– Create a workflow for each request instance
– Execute the workflow
– Optionally clean up the workflow
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Creating a z/OSMF Workflow

xxxx.yyyyyyyyyyyyyy.com
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Creating a z/OSMF Workflow
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Creating a z/OSMF Workflow
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z/OSMF Workflow Steps
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z/OSMF Workflow Steps … Drill into the first step
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z/OSMF Workflow Steps WDF

VIF
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z/OSMF Workflow Job Customization & Submission
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§ Get the Workflow Key
z/OSMF REST – How to get the Workflow Key
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§ Call the service

§ Use the SDSF services to monitor the job status
§ Understand Workflow design for subsequent steps

z/OSMF REST – Call the Workflow via REST

Workflow History
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z/OSMF REST – Creating a Workflow via REST

Override Variable Input File values

§ Automation & job 
control

– jobStatement
– deleteCompletedJobs

§ Workflow 
customization

– variables

31 © 2018 IBM Corporation

IBM z Analytics Db2 Tools

Provisioning/Refresh Flows

REST interfaces

Db2
Provisioning

Request

AOC REST Calls execGEN
runDDL

CKZ REST Calls CKZcloneS
CKZcloneT

createWF

createWF

Db2
Provisioning

Complete

Db2
Data Refresh

Request

CKZ REST Calls CKZcloneS
CKZcloneT

createWF

Db2
Data Refresh

Complete

REST interfaces

Provisioning option 1 Data refresh/Create Snapshot

Provisioning Solutions

§ Provision
§ Snapshot
§ Refresh
§ Restore
§ Deploy
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§ Based on the portion of the subsystem being cloned
– A Subsystem Clone may be advisable
– Includes the Catalog, Directory, BSDSs, and Active Logs
– No ID translations
– Some more difficult compatibility issues disappear

• Simple Table Spaces
• XML MV TS increase to 10 bytes

§ Regular creation of a “Gold” production clone
– Then used to create application specific clones
– Can perform additional conditioning

• Sampling
• More complex masking

Subsystem Cloning as a Design Option
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• Workflow Definition File
• 32 Variables across 5 Categories

• SS Clone Clean Up
• Cloning Tool Data Sets
• Db2 Source Environment
• Db2 Target Environment
• Flashcopy Parameters
• Source / Target Mapping

• Variable Input File
• 32 Variable defaults
• Would require customization into 

the client environment

• Templates
• 14 jobs

Subsystem ProvisioningSubsystem Provisioning
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Subsystem Workflow Creation
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REXX only exec to check parm 
compat

flashcopy_CG(NO)

flashcopy_CG(NO)

Conditional, check for needed data 
sets
End workflow if CLEANUP=ONLY

Subsystem Provisioning Workflow
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§ Built into DDF
– Db2 V11 + PI66828, PI70477
– Db2 V12 + PI70652
– Data Studio 4.1.2 (or create via REST call)
– II14827, DSNTIJRS

§ Use the IP Address/Domain Name & Port for Db2 DDF

§ Drives a SQL statement or call to a Stored Procedure

§ JSON payload mapped to the statement host variables

§ -DIS THREAD shows “DB2_REST” as the correlation ID

Db2 Native REST Support - quick positioning Db2 Native REST

37 © 2018 IBM Corporation

IBM z Analytics Db2 Tools

Db2 Native REST Support – what’s out there?
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Db2 Native REST Support – what does it do?
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Db2 Native REST Support – making the call
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Db2 Native REST Support – creating a service
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§ Some call it: Download and Go
§ Value

– No charge, on-demand environment
– No set up, no install
– Hands-on tutorials

§ Available today
– Machine Learning
– Cloud Provisioning
– IMS
– Db2 Administration Solution for z/OS
– Application Discovery and Delivery Intelligence
– z/OS Connect Enterprise Edition
– Open Data Analytics

§ Coming soon
– Db2 Utilities Solutions
– CICS Transaction Server
– IBM OMEGAMON for JVM on z/OS
– IBM ODM for z/OS

§ Check it out
– Google IBM zTrial
– Register with your IBMID
– Remote desktop instruction received in your e-mail

IBM z Systems Trial  (zTrial) zTrial
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IBM z Systems Trial Program (zTrial)
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zTrial AOC Scenarios
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§ IBM Db2 Cloning Tool
– https://www.ibm.com/support/knowledgecenter/en/SSAUUE_3.2.0/topics/ckzhome.html

§ IBM Db2 Administration Tool
– https://www.ibm.com/support/knowledgecenter/en/SSAUZ9_11.2.0/topics/adbhome.html
– REST Provisioning Enablement II14827

• http://www-01.ibm.com/support/docview.wss?uid=isg1II14827

§ z/OSMF V2R2 Announcement
– http://www-

01.ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_ca/7/897/ENUS215-
267/index.html&lang=en&request_locale=en

§ z/OSMF REST Services
– https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.izua700/IZUHPI

NFO_RESTServices.htm

§ z/OSMF Workflow XML Reference
– https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.2.0/com.ibm.zos.v2r2.izua700/izupr

og_WorkflowsXML_Reference.htm#izuprog_workflowsxml_reference__StepElementsSummaryTa
bleRestSteps

§ Db2 REST Services
– https://www.ibm.com/support/knowledgecenter/en/SSEPEK_12.0.0/restserv/src/tpc/db2z_restservi

ces.html

§ IBM z Systems Trial Program (zTrial)
– https://www.ibm.com/systems/z/resources/trials.html

References
Thank You!
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Q & A

45

https://www.ibm.com/support/knowledgecenter/en/SSAUUE_3.2.0/topics/ckzhome.html
https://www.ibm.com/support/knowledgecenter/en/SSAUZ9_11.2.0/topics/adbhome.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.izua700/IZUHPINFO_RESTServices.htm
https://www.ibm.com/support/knowledgecenter/en/SSEPEK_12.0.0/restserv/src/tpc/db2z_restservices.html


6/5/18

22

46 © 2018 IBM Corporation

IBM z Analytics Db2 Tools


