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The who’s who of the world’s biggest data breaches....
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The who’s who of the world’s bi agest data breaches....

http://www.informationisbeautiful.net/visualizations/worlds-biggest-d reaches-hacks/#




Why is it happening?

private public

Data is...
Leaving the Data Center
Stored on shgred drives
‘/Hosted by 3 party
Managed by 3 party

Consumerization of IT Everything is Everywhere
There is
Data s
vy Pata is
Data s than ever before

BYOD Apps

Data is...
Generated 24x7
Used Everywhere
Always Accessible
On private devices

BigData

Data is...
Produced in high volumes
Stored unstructured
Analyzed faster/cheaper
Monetized

Data Explosion



Data Security is frequently in the news

President Obama declared that the “cyber threat is one of the most serious economic and
national security challenges we face as a nation.”

Former NSA director tells the Financial Times that a cyber attack could cripple the nation's banking
system, power grid, and other essential infrastructure.

U.S. Defense Secretary Chuck Hagel said that intelligence leaks by National Security Agency (NSA)
contractor Edward Snowden were a serious breach that damaged national security

Hackers had broken into its in-store payments systems, in what could be the
largest known breach of a retail company’s computer network. Estimated 60
million credit card details stolen.

Hackers orchestrated multiple breaches of Sony's PlayStation Network

knocking it offline for 24 days and costing the company an estimated $171 D
million, and significantly damaged brand reputation ala Breach es

One of the world’s largest corporations has been hit with a widespread data breach: Vodafone N the lise
Germany, personal information on more than two million mobile phone customers has been
stolen, extracted from an internal databases by an insider

In an act of industrial espionage, the Chinese government launched a massive and I I

1088

unprecedented attack on Google, Yahoo, and dozens of other Silicon Valley

companies.... Google admitted that some of its intellectual property had been  _as_ - I I I
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Data breaches are on the rise...

e
- . [
& ’ &
‘o % o o & teta 0°0 0 9, o <J9
L] & » .y ." y
. - L .o o & % B 0, o @2 %
€ L
e & e e ® & e O « N o ':..
« o ) © s0® ® ‘9 ®e
*s @ & e .‘.. (] - ®
L o¥e. = 99 o ®
& . - & . ™ e 9
L L] oo - o ® ]
3 % : *. o0 L)
*® s ew e
Attack types 1] B | | | il H B
SOL Spear DDoS Third-party Physical Malware X35 Watering Undisclosed
inpection phishing software access hole
Nofe: Size of circle estimales relaiive impact of incident in terms of cost o business

Source

Table 10. Compromised assets by percent of breaches and percent of records*
Type Category All Orgs Larger Orgs
Database server Servers 6% | 96% | 33% | 98%

2012 Data Breach Report from Verizon Business RISK Team



Data Governance and Security are changing rapidly

Everything is

Consumerization of IT Everywhere

Attack Sophistication

...to logical “perimeter” approach to security—focusing on the

Moving from traditional perimeter-based security... ¢ roae .
ata and where it resides

* .

Firewall

: Cloud, Mobile and Data momentum is breaking down the traditional perimeter and forcing us to look at security differently
Focus needs to shift from the perimeter to the data that needs to be protected



Real time monitoring and alerting is key

Attacks occur in minutes yet not discovered for months without real-time monitoring
Customers will say they have their own solution — but they never monitor in real time
They can’t act as fast as the bad guys with home grown solutions.

Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

Time span of events by percent of breaches
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N

Seconds Minutes Hours
10% 75% 12%
38%

145/

0%

0%

0%

1%

2%

9%

Days Weeks Months Years
o ®
2% 0% 1% 0%
25% 8% 8% 0%
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z Systems and Big Data
A significant data source for today’s business
critical analytics

® Data that originates and/or resides on zEnterprise
— 2/3 of business transactions for U.S. retail banks
~ 80% of world’s corporate data

® Businesses that run on zEnterprise
~ 66 of the top 66 worldwide banks
— 24 of the top 25 U.S. retailers
~ 10 of the top 10 global life/
health insurance providers

® The downtime of an application running on
zEnterprise = apprx 5 minutes per yr

® 1,300+ ISVs run zEnterprise today

~ More than 275 of these selling over 800
applications on Linux




“Breaches in data security have been increasing steadily over the last few years... These kind of
incidents can seriously damage brand image and customer confidence... and impact share price and

bottom line performance” — Information Governance: Audit and Protection on the IBM System z platform (A report paid for by
IBM in December 2011 by Mike Ferguson, independent analyst)

The potential costs of doing nothing

1
$5.5M" " g194 ) 28,349

average number of of records
U S D U S D breached records compromised
average cost Average cost per per incident involving database
- servers
of a data breach Compromised
record

Using home grown approaches can be risky

R & ==

New sources of threats:

Requirements for privacy and

Manual approache_s can outspurc_:ing, webfgcing security by role can add
leave you open to higher risk applications, mobile access, .

C s T . o complexity
and inefficiencies stolen credentials and insiders

(1) 2011 Cost of Data Breach Study United States Benchmark Research Conducted by Ponemon Institute LLC Report: March 2012, Sponsored by Symantec.
(2) "2012 Data Breach Investigations Report. A study conducted by the Verizon RISK Team with cooperation from the United States Secret Service, the Dutch National High Tech Crime Unit, the Australian Federal Police, the Irish Reporting & Information Security Service and the Police
Central e-Crime Unit of the London Metropolitan Police."




IBM InfoSphere Information Governance solutions.

Corp Compliance Officer

“We have to comply with regulatory
and industry mandates and must
protect the organization from
negative external visibility resulting
from failed audits and non-
compliance.”

Data Security Architect

“I need to understand where data is
and how it is related to other data. |
also need to identify sensitive data
and how it is to be classified from a
security perspective.”

p
* Discover your DBEMSs =DE wulnerability assessments

+ [hscover & classify . - Masking sensitive data
: Discover o

sensitive data = Encryption of sensitive data

* Continuously update & « Archive un-needed data

security policies Classify « Preconfigured tests based

on best practices

and standards

L Critical )

DataServer

i 5 P - -
- Cross-DBMS policies Infrastructure '.'1L.I‘||t-:.:-| & a.brt on attacks

» Pre-built compliance Monitor « Monitor privileged users

reports (SOX, PCl etc.) « Monitor changed behawior

* Enterprise integration & * Real-time alers

* SIEM integration Enforce « Prevent cyberattacks

+ Sign-off managemant » Detect application-layer fraud

* Centralized audit repository * Enforce change controls

+ Mo databass changes * Forensics data mining

L

Chief Security Office

“I need tools that help me interpret
and implement security policies into
IT deliverables. | also need better
ways to manage security and be
alerted of potential threats before a
breach occurs.”

Auditor
“I need 100% visibility and
transparency into the who, what,
where, why and how of what’s
been happening with the data.”
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Focus moving to Data Centric Security

Trajectory:

=== Significant success
= Moderate success
== pinimal succass

Time to reach next phase:

@ < 1 year u'\fuﬁ" 1 to 3 years 'ii-? 3 1o 5 years

iJ |/ 5to 10 years :i!:- = 10 years

“Fh Data
Radar Tokenization classification - .
High Database encryption — E Database \
and masking { monitoring
Identity and p.p./ and auditing
access management ( pj Email
i encryption | e
Secure file sharing Backup —\, T & Archiving
= and collaboration encryption s P, ' :
15.'% Medium Data loss h\k@ -)"i-i? Security
o= . - = information
TE prevention NAY 'bi;»"}' \ management
5 4 File-lovel i "17' ;
B3 encryption ) Full disk - Managed
QE / encryption file transfer
¥
gm — .
a3 Low Data discovery ] :
N Cloud Cd -
encryption (we T Enterprise rights —
galewa},-f’*'“} management
.____n..-"’" -~ Enterprise key
management
Megative |
Storage area
network encryption \ \
Creation Survival Growth Equilibrium Decline
Ecosystem phase
B1547

Source: Forrester Research, Inc.

FORRESTER

“The shift to data-centric
security is finally happening”

TechRadar™: Data Security, 02 2014

Market leader

Within a year




Data at Rest

How we do it?

Configuration Data Data in Motion

> <
&~ Ay

Discovery
Classification

Masking
Encryption

Where is the
sensitive data?

How to protect
sensitive data?

Security Policies

How to secure the
repository?

. ‘;f
Ve
.4-‘-5'

Vulnerability
Assessment

Activity
Monitoring

Blocking
Quarantine

Dynamic Data
Masking

Entitlements Reporting

What is actually

How to protect
happening?

sensitive data to
reduce risk?

Who should

. 4 How to prevent
ave access:

unauthorized
activities?

Dormant Data Security Alerts / Enforcement

[ Dormant Entitlements

] Compliance Reporting
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Address the Full Data Protection Lifecycle

k

°DB vulnerability assessments
¢ Masking sensitive data

Di r ASSess * Encryption of sensitive data
data e ® Archive un-needed data

* Continuously update securit & & * Preconfigured tests based on
policies Classify Harden best practices / standards

® Discover your DBMSs
® Discover & classify sensitive

-~

L%

Critical
DataServer .

o o Infrastructure ® Monitor & alert on attacks
Cross-DBMS policies o . -

° , , Monitor privileged users
Pre-built compliance Monitor * Monitor changed behavior
reports (SOX, PCl, etc.) AL . ¢ ,

. . . & Real-time alerts
Enterprise integration °

* SIEM integration Enforce Prevent cyberattacks

[ ]
Enforce change controls

* Sign-off management .
Forensics data mining

® Centralized audit repository
® No database changes




Find your Data Servers

Scan the network to develop an inventory of databases
Schedule regular scans to discover new instances
Policy-based actions

Alerts

Add to group for monitoring

| SQL Count

L| Session Count

Logged Threshold Alerts
Logged RIT Alerts
Exception Count
Dropped Requests

TCP Exceptions

Admin User Logins
Databazes by Tyvpe
[Databases Discovered
Retrospective Report Requests
“Values Changed

Thrnllnhrul‘l‘

Databases Discovered

Start Date: 2008-08-26 14:48:49 End Date: 2008-08-26 15:48:49

Server Host Name

Time Probed server IP
2008-08-26 15:31:00 10.10.8.253
2008-06-26 15:30:58 10.10.9.253
2008-08-26 153015 10.10.9.55
2008-06-26 15:30:15 10.10.9.55
2008-06-26 15:30:32 10.10.9.56
2008-08-26 15.30:53 10.10.9.55

10.10.9.253
10109 253
0Sprey
0Sprey
10.10.9.56
10.10.9.56

JAdministratiun Con sal&UA&m&ss Mana-gementUTmls U Daily Iulunitur[,:] U SOL Guard Mon itarUTap Mon itﬂrU Incide

DB Type Port PortType
Hiraclke 1521 tcp
Moot 453 - tcp
Cracle 1821 tcp
Svbaze 4200 tcp
COracle 1521 tcp
DB2 0001 tep




Sensitive Data Discovery

The Problem: Finding Sensitive Data can be difficult:

Sensitive data can’t be found just by a simple data scan.

“Corporate memory” is poor
Hundreds of tables and millions of rows:

Data quality problems make discovery more difficult

The Solution:

« Common PIl data element
discovery

— Pre-Defined Scanning

« Custom sensitive data discovery

—  Supply Discovery with “descriptions/examples”
— Discovery will scan for matching columns

* Hidden sensitive data discovery

— Sensitive data embedded in free text columns
+ Scan by “floating” patterns
— Sensitive data that is partial or hidden

—_—
e

Sensitive Relationship Discovery

i System A Table 1 System A Table 15
INumber Name Patient Result Test
3544600986 AlexFulltheim 3802468 N 53
5728150928 BarneySolo 4182715 N 53
3786736304 BillAlexander 4600986 N 32
6783802468 BobSmith 5061085 N 53
4035567193 EileenKratchman 5567193 N 72
8037409934 FredSimpson 6123913 Y 47
4306123913 George Brett 6736304 N 34
9525061085 JamieSlattery 7409934 N 34
4594182715 JimJohnson 8150928 N 47
1288966020 MartinAston [~ |8966020 N 34

System Z Table 25

Test
53
72
32
47
34

Name

Streptococcus pyogenes
Pregnancy

Alzheimer Disease
Hemorrhoids

Dermatamycoses
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Address the Full Data Protection Lifecycle

® Discover your DBMSs

® Discover & classify sensitive _
data Discover Assess

® Continuously update security & &
policies Classify Harden

L

Critical
- DataServer

® Cross-DBMS policies AR AL
o
Pre-built compliance .
reports (SOX, PCl, etc.) Monitor
* Enterprise integration &
® SIEM integration Enforce
* Sign-off management
[ ] . . .
Centralized audit repository
® No database changes

%

k

°DB vulnerability assessments
[ . iy
Masking sensitive data
* Encryption of sensitive data
® Archive un-needed data

\ Preconfigured tests based on
best practices

and standards

"

&
® Monitor & alert on attacks
* Monitor privileged users
® Monitor changed behavior
® Real-time alerts
® Prevent cyberattacks
® Detect application-layer fraud
® Enforce change controls
® Forensics data mining

"
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Vulnerability Assessment
Based on best practices

" Cost effectively improve the security of data servers by conducting automated database
vulnerability assessment tests

. Packaged tests to detect vulnerabilities including inappropriate privileges, grants,
default accounts and passwords, security exposures, patches, etc.

. Capabilities enabling the development of custom tests
" Based on industry standards such as STIG and CIS

. Management of VA testing from central InfoSphere Guardium console for enterprise-wide
control

m : : : .
Integrated with other InfoSphere Guardium elements for improved process efficiency,
including Compliance Workflow Automation and audit repository

" Based on DISA STIG and CIS security standards
. Server defaults
. Patch levels
OS and DBMS Vulnerability Assessment



Identify Unpatched and Misconfigured Systems

IBM" InfoSphere” Guardium'
T tp Aaieiiment SO Server Asssament
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Eliminate inappropriate privileges

Cat. Test Hame Datazource
Priv. Access To The UTL FILE Package is ORACLE:
restricted Oracle EE -
Joe

Conf. LOG ARCHIVE DUPLEX DEST Set ORACLE:
Oracle EE -

Joe

Conf. MAX ENABLED ROLES is not greater CRACLE:

than 30 Oracle EE -
Joe
Priv. No 'Catalog’ Role Assignments ORACLE:
Oracle EE -
Joe

Friv. No Authority To Create Libraries CRACLE:
Oracle EE -
Joe

Priv. No Roles With The Admin Option ORACLE:
Oracle EE -
Joe

PIF Sev. Reazon
Fail Major Found Exec UTL_FILE privilege granted to public

Recommendation: Permizsions to execute the UTL_FILE package have been granted to users other than DBAs. UTL_FILE sllows
users to sccess operating system files from Oracle, which may result in & security breach.

Fail Major Parameter: LOG_ARCHIVE_DUPLEX_DEST is not set.

Recommendation: LOG_ARCHIVE_DUPLEX_DEST iz not set. We recommend to set this parameter to a valid directory owned by
Oracle set with owner and group resd/write permissions only.

Fail Major Parameter: WMAX_ENABLED_ROLES' with a value of 150" has been cbsoleted for version 10.2.

Recommendation: Max_enabled_roles iz sel to a value higher than 30. Thiz parameter showld be limited a3 much as possible
(Typically S¥5 gets 20 roles by default)
Fail Major Some users or roles other than predefined dba or roles have been granted defsult roles: SH, OLAPSYS,
PERFSTAT, IX.

Recommendation: Access fo Data Dictionary and Catalog roles, 'SELECT CATALOG_ROLE, 'OLAP DEA

EXECUTE CATALOG ROLE, DELETE_CATALOG ROLE, ‘RECOVERY CATALOG OWNER'iz granted fo some users. We
recommend restricting access to the Data Dictionary. Access to the Data Dictionary should be done vsing the V§ views.
'SELECT_CATALOG ROLE may be granted fo 'SYS, 'DBA, 'OEM_MONITOR', 'EXP_FULL DATABASE tMP_FULL DATABASE,
'OLAP DBA' 'OLAP USER' 'OLAP DBA' may be granted to 'SYS' ‘DBA" 'OLAPSYS' 'EXECUTE CATALOG ROLE' msy be
granted fo '3Y5S' ‘DBA’ 'EXP FULL DATABASE, "MP_FULL DATABASE' 'DELETE CATALOG ROLE' may be granted fo ‘SYS!
‘DBA" 'RECOVERY CATALOG OWNER' may be granted fo "5Y5"

Fail Major Some users or roles without DBA or IMP_FULL_DATABASE autherity have CREATE LIBRARY privileges: MDSYS,
DMSYS, EXFSYS, ORDSYS, ORDPLUGINS, XDB.

Recommendation: The CREATE LIBRARY (or CREATE ANY LIBRARY) privilege has been granted to some users. We recommend
revoking this privilege unless it is absolutely necessary for & very minimsl number of users fo have the privilege. These privileges
can be used to sccess the operating system, and they allow a user to load an operating system binary file and make calls to that
binary's functions.

Fail Major Found roles granted WITH ADMIN option
Recommendation: Roles have been granted with the admin option to roles or users other than DEA, SYS, and SYSTEM. When a
role iz grantable, a user can grant that role to other users. Since granting roles should be restricted, we recommend that you not
grant roles with the GRANT option

m




Sensitive Data Masking

Masked or transformed data must be appropriate to the context:

—Consistent formatting (alpha to al

pha)

—Within permissible range of values

—Context and application aware
—Maintain referential integrity

A comprehensive set of data masking techniques to transform or de-identify data, including:

=String literal values

=Arithmetic expressions

=Lookup values

+||I
IIII

»Character substrings »Concatenated expressions *Trans Col
=Random or sequential numbers =Date aging
PersNbr FirstName LastName PersNbr FirstName LastName
08054 Alice Bennett 10000 Patricia Zakhar
19101 Carl Davis 10001 Claude Monet
10002 Michael Parker
@ O
PersNbr FstNEvtOwn LstNEvtOwn PersNbr FstNEvtOwn LstNEvtOwn
10002 Michael Parker
10002 Michael Parker




Encryption is everywhere — but where and how makes a difference

\
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File system encryption
Database encryption
Switch encryption
A
|
Encryption
Disk Storage Enterprise Tape
Array Library .
Encryption Encryption

Encryption choices — why should encryption be
built into storage

Performance — cryptography can be
computationally intensive

Efficiency - encrypted data is not able to be
compressed or de-duplicated

Security - Data in transit should use temporary
keys, data at rest should have long term retention
and robust management

Scalability — best to distribute cryptography across
many devices

Key Management Interoperability Protocol
Standard makes this viable

~ Four years now have demonstrated interoperability
at the RSA conference with 8+ vendors

~ TKLM includes a ¢ source reference implementation




Data Encryption for DB2 and IMS

Application ’
pplicatio a ' u/ | Database / X @ v,/ g
PLled dd
or DE ) 8 i Lot
application datz Encryption
Code
% =
z/OS ICSF |moomn
oM
o[lm[[]o
‘ Supports all levels of DB2 * Data encryption on disk
[ ] . . [ J .
No application changes needed Data on channel is encrypted (protects
‘ Applications need no awareness of keys against channel/network sniffers)
‘ Supports both secure key and clear key encryption ‘ Existing authorization controls accessing
® Index access is unaffected by encryption this data are unaffected
‘ Compatible with DB2 Load/Unload utilities and DB2 ‘ Assumption made that access is through
Tools the DBMS, or, direct access invokes the
‘ EDITPROC, FIELDPROC, or UDF invocation DBMS data exits
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Address the Full Data Protection Lifecycle

°DB vulnerability assessments

® Discover & classify sensitive . . ° Masking sensitive data
data Discover Assess Encryption of sensitive data

* Continuously update security & & ® Archive un-needed data

policies Classify Harden " Preconfigured tests based on
best practices

and standards

® Discover your DBMSs

Critical J

DataServer

.
° .
® Cross-DBMS policies Monitor & alert attacks

[ ] . .
* Pre-built compliance Monit . Mc?nltor privileged users
reports (SOX, PCI, etc.) onitor Monitor changed behavior

® Enterprise integrati & ® Real-time alerts
prise integration .

® SIEM integration Enforce Prevent cyberattacks

* Sign-off management ® Detect application-layer fraud

® Centralized audit repository ® Enforce change controls

® No database changes ® Forensics data mining
F

Infrastructure




Data Activity Monitoring

Apphcation Scrvers

Data Repositories

Activity Monitoring

Continuous, policy-based, real-time monitoring of all data

traffic activities, including actions by privileged users Host-basel
. : Probes ® o
Blocking & Masking (STAR ®
Data protection compliance automation
Vulnerability Assessment (o
Database infrastructure scanning for missing patches, g

mis-configured privileges and other vulnerabilities

Central Manager Appliance

. Single Integrated Appliance  100% visibility including local DBA access
u - .
* Non-invasive/disruptive, cross-platform architecture i Minimal performance impact
. Dynamically scalable Does not rely on resident logs that can easily be

erased by attackers, rogue insiders
* No environment changes

. Prepackaged vulnerability knowledge base and
compliance reports for SOX, PClI, etc.

- . Growing integration with broader security and
Who, what, when, how compliance management vision

“ SOD enforcement for DBA access

® Auto discover sensitive resources and data

“ Detect or block unauthorized & suspicious activity
- Granular, real-time policies
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Extend Activity Monitoring to Big Data, Warehouses, File Shares

= === G InfoSphere
S = === Biginsights

Exadata

' Crheieey ClOUCr
. mongoDB
<
ORACLE
Siebel,

PeopleSoft, E-
Business

A FTP

[EE Shl;ar%ti’nint] MQERQ




Scalable Multi-Tier Architecture S-TAP for DB2

z/0S
Europedn e 2/05
ﬂﬂ'fﬂ 'CE‘ﬂfEfS MEI infra me S-TAP for IMS
¥
S-TAP for
L4 DataSets
Y : S —T
°
o U ® Collector
' 4 S'GATE Web! Application )
Servers » %
u ° 5-TAP Americas A .
Intereg Data Centers g ~ \
5-TAP -
] - Hﬁ- I
L‘ ol — Sqllectc-r .-
o ) = ’
° entral Policy Manager
R Locati >-TAP . o . , \ &Audit Repository
Tgt: Dfﬂhﬂns LY S-GATH Web {-5.|:: cation
utsourcers ) AsiaPacific " / ‘o
Data Centers meﬁ’ atl’.‘”l’B"A"/’,”;éAD”AR IAM,
voli, ,
e Y Remedy, ...
Firewall ; 1 e — )
L3 23 a'l
Y ®
S-TAP Collector



Cross-platform policies and auditing across enterprise

Unified cross-platform policies easily

defined

Responsive actions defined within

policies

Single audit repository enables

enterprise-wide compliance reporting

and analytics
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A simple policy example: Application bypass

H

e B

“I

APPUSER
—

&

v

=M

wlale

Application Database
Server Server
10.10.9.244 10.10.9.56

Fule =1 Description non-App Source Appllser Connection

Category Securty Classification Breach

Mot [ | ServerIP !

Severity MED W

ml@gm Production Servers

Mot [¥] Client P /

andior Group | Authorized Client IPs

Mot [ ]| Client MAC let. Protocol

andior Group | —--———--—--1

ot [} DB Name |

not [ | |DB User |APPUSER

Fleld Name

Ob|ect

| EmployeeTable

Command | Select

Min. Ct. 'EI Reset Interval (minutes) 0

Continue to next Rule [ | Rec. Vals.

Action | ALERT PER MATCH |

Hotification

[x] HotHication Type MAL Mail User marc_gamacheg@guardium com

From: GuardiumaAlert@guardium.com
To: Marc Gamache
Sample Alert | c.
Subject: {cl) SQLGUARD ALERT

Sent: Wed 4/15/2009 8:00 AM

Subject: (c1) SQLGUARD ALERT Alert based on rule IDInon—App Source AppUser Connection I

Category: security Classification: Breach Severitv MED
Rule # 20267 [non-App Source AppUser Connection ]

3.8 DB User: APPUSER
Application User Name

Request Info: [ Session start: 2009-04-15 06:59:03 Server Tvpe: ORACLE! Client IP 192 168 20.160 EerverIP'
172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP D otocol: Otocol Version:

NT Authorization Code: 1 Request Tvpe: SQL_LANG Last Error:
SQL: select * from EmployeeTable
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Identify inappropriate use by authorized users

Should my customer service rep view 99 records in an hour

when the average is 47

DE User Hame

Sql Recoris

STEVE
HARRY

JOE
Is this normal?

select * from ar credicard where =7 and i=7 4
zelect * from ar credicard where =7 4
zelect * from ar creditcard where i=7

Herer
What did they see? "

L€
L€
L€
L€
L€

JOE

JOE

select * from

ar credicard where ooz, 0003, 004

j=?

select * from

ar credicard where  sesssssasssssf

=7

select * from 0002, 0003, 0004, 0003, 0006, 0007,
ar credicard where (008, 009, ao1a, 0011, 1012, 0013,
j=7 0014, 0013, 006

select * from 0m?7, 0018, 00, 0020, 0021, 1022,
ar credicard where 0023, 0024, 0025, 0028, 0027, 0025,
j7 0023, 0030, 103

select * from 0032, 0033, 0034, 0033, 0036, 0037,
ar credicard where 0038, 00339, 044, 1041, 1042, 043,
j=7 044, 0043, 1046

select * from 0047, 0043, 1043, 0050, 0051, 1052,
ar credicard where 0053, 1054, 055, 058, 1057, 058,
j7 0039, (060, (081

select * from 0062, 0063, 064, 0063, 066, 067,
ar credicard where (068, (083, aova, 007, 0072, 0073,
j=7 oov4, 0073, 0076

select * from 0077, 0073, 0073, 0080, 0081, 1082,
ar credicard where 0083, 1054, 035, 038, 1087, 055,
j7 (033, 0040, 1031

:f'gf;c;ﬁfcrz:; et 0032, 0033, 0034, 0035, 0036, 0057,
w7 0093, 099




Quick Search (db activities, exception, violations)

15:36 | Edit Account: admin | Customize | Logout | Ab

IBM" InfoSphere™ Guardium*

You have 65 items on your To-do list Standalone Unit

SYSWWViEWS?_Adm\nisirﬂticn[‘.ansole Tools | Daily Moniter | Guardium Monifr || Tap Menitor || Incident Management | Reports

S-TAP Status Menitor & B i - O X |RequestRate S Bi-nox
Aliases: OFF 3] & 8@
STAP DB Last - mss Win  Win E—— DB DB Start Date: 2043-06-22 13:30:10 End Date: 2043-06-22 15:30:10
AL 5 TAP Version Server Status Response Loiance ETENal KTAP TEE 2> DB2 Local Pipes Encrypted? ~o"2" ng nstall Dir Port Port
Host % Name me Shm Installed
s Type Received - ° =10 shm TCP i Min Max
B 2013-05-22
970144 508.00_r51367_v80_1-  DE2 Active T2 9714878 Yes Mo Mo MA  MA Mo Unencrypted Ho IhomeldbZinst! - 5000050000
15:23:04
20130513_0008
Rl 20130522
9.70.144.509.0.0 r51367 vB0 1-  INFORMIX Active 970.\487% Yes Mo Mo MA WA No  Unencrypted No ihomelinformbc 1400 1400
152304
20130513_0008
e 2013-05-22
0.70.144508.0.0_r51367_vB0_1-  MYSOL  Actve .. 07014279 Yes Mo Mo MA WA Mo Unencrypted No ihomelmysgls1 3381 3351
15:23:04
20130513_0008
[lEs 2013-05-72
8.70.144.508.0.0 151367 vO0_1-  MYSOL  Active |0 0701479 Yes No Mo MIA  MA  No  Unencrypted No ihomelmysglst 3350 3350

20130512 0008

create scott

——

For manually entered search terms, the following rules apply:
- For exact match, use double quotes. Example: "Connectian Profiling List Alert”
- For results that have all specified terms (AND condition), enter terms separated by a space. Example: hadoop getlisting
- To get results that include any specified terms, use OR (or |) between the terms. Example: hadoop OR client
- To exclude a term, use NOT (or -). Example: NOT hadoop
- Use the wildcard character (*) at beginning or end of a string. Example: *.10.70.30

User Interface & APIs



Quick Search (cont)

Search | create scott Al - 3 Last 3 Hours -
05 User DB User Client IP Source Program Client Hostname Server DB Type
) 3
server (1) SCOTT 9.70.144.201 JOBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE i
Database
DB Type (1} » SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD. SWG.USMA.IBM.COM 9.70.144.213 ORACLE
Source Program (1) b
SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE
DB User (1} ’ SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD. SWG.USMA.IBM.COM 9.70.144.213 ORACLE =
03 User (1} . SCOTT 9.70.144.201 JOBC THIN CLIENT FRODO.GUARD. SWG.USMA.IBM.COM 9.70.144.213 ORACLE
Client Hostname (2} b
Client P (2) 5 SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE
Vifh SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE .
Object (27} ,
Verb (2) . SCOTT 9.70.144.201 JOBC THIN CLIENT FRODO.GUARD.SWG.USMA IBI.COM 9.70.144.213 ORACLE
SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE
Error (2) . SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD. SWG.USMA IBM.COM 9.70.144.213 ORACLE
Viglation (3} , SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBIM.COM 9.70.144.213 ORACLE
Details (=200) k
SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMA.IBIM.COM 9.70.144.213 ORACLE
@ SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD. SWG.USMA.IBM.COM 9.70.144.213 ORACLE
Date (1) k -
] 1 | P



Outliers — finding the needle in the security haystack

* Advanced Machine Learning algorithm

» Unsupervised model — models normal activity patterns and analyzes

new activities as they accumulate.

* Intuitive interface that clearly summarizes normal activities
(who/what/when/where) and pinpoints anomalies and suspicious
activities

- Cluster-based analysis - predicts the appearance of data together,

and flag anomalies when data appear out of “context” (i.e., If cluster

is missing members)



Outliers Analysis

The user opens ‘Search/Browse’ to see the all activity overview.

In the overview chart the user notices medium (Tuesday, 15:00 clock) and high (Wednesday, 02:00) marked outliers.

The user wants to get more information especially about the high classified outliers.

Search/Browse

Search, browise, and filer information about monitoredobjects, systams, and users, Leam Mare

@ B | Typessarch

Where

Source Program:
Server:
Datasourcs Type:

Diztzbzse Mame:
What

Object:

Verb:
Who

05 User:
Databsse User
Client IP;

Client Hostname:

When

Date Time:

Exception

Error Type:
Outlier Type:
Violation:
Alerts

O Activity  Outliers: @ High O Medium

(?) | |1Day

Outliers Errors

12:00 13

| Tuesday, July 25th,

Alerts

Summary by Datsource Summary by Date
[~ |

Server Database DE Type
9.148.11.1  DENAME1 DE2 PROGL
9.148.11.1  DEMAMEZ DE2 APPABC
3.148.11.2  DENAME3 Orack APPNAME
9.148.11.2  DENAMES DE2 DFD234
9.148.11.3  DENAMES Hadoop PROGL
5.148.11.3  DBENAMES DE2 APPABC
9.148.12.1  DENAMEL DE2 APPNAME
9.148.12.1  DENAMEZ DE2 DFD234
9.148.13.1  DENAME3 Oracle PROGL
9.148.13.1  DBNAMES DE2 APPABC

I
00 14:00 1500 16:00 17:00 18:00 19:00

Violations

Source Program DE User

AABRAMS

ABRAMS

ABRAMS

SMITH]

JSMITH

SMITH

BONMNER

BONMNER

WARWU

WU

05 User

AABRAMS

ABRAMS

ABRAME

EMITH]

JSMITH

SMITH

BONMNER

BONNER

WARWU

WU

| We

CligntHo
Namel
Namel
Namel
Mamal
Namel
Hamel
Mamal
Namel
Namel

Mamel

dnesday, July 26th,

stname ClientIP
9.234.22.9
9.234.22.9
9.234.22.59
9.234.22.9
9.234.22.9
9.234.22.5
9.234.22.5
9.234.22.9
9.234.22.9

9.234.22.9

Verb

SELECT

SELECT

SELECT

INSERT

SELECT

SELECT

SELECT

INSERT

SELECT

SELECT

Anomaly Hours are marked in Red

or Yellow. Click on the bubble
navigates to the Outlier View

Object
SURPRISE
SURPRISE
OBIECT1, ORIECT2
OBIECT3, CRIECT4
SURPRISE
SURPRISE
CBIECT1, ORIECT2
OBIECT3, CRIECT4
SURPRISE

SURPRISE

When

07/26/2013 02:55 am
07/26/2013 02:55 pm
07/26/2013 D2:55 am
07/26/2013 02:55 pm
07/26/2013 02:55 am
07/26/2013 D2:55 pm
07/26/2013 D2:55 am
07/26/2013 02:55 pm
07/26/2013 02:55 am

07/26/2013 02:55 pm

s ' B



Outliers Details

The ,Outliers tab contains more information about the selected timeframe with high classified outliers.

The ‘Type’ explains the reason. Examples: New/Unique, Rare, Exceptional Volume, Exceptional Errors

The user can then interactively investigate each finding by Filtering-In / Out data or by using the Context Menu to navigate to the “Related
Activities”, “Related Errors”, History or any other related data.

IBM InfoSphere Guardium

View QuickStart Monitor/Audit Discower Assess/Harden Comply Protect Capture/Replay sl

Szarch, browss, and filter information about monitoredobjects systams, and wsars, Learm Mors

43 O | Data/Time="7/25 2:00am; Outlier Type="Hgh'; @ | x | (7 1 Day v | View v
Where @ Activity  Outhiers: @ High O Madium Zoom [=]||-| Hid= |=
180
Source Program: 1 = =
E
Sarvern i -
- { n
Datasowrce Type: 3 0 1 1 1 1 T T T T T 1 1 1 1 1 T T

00 03:00 0<h0D 05:00 06:00 0700 08:0D 050D 10D 110D 12000

I [ ' I
12:00 132:00 14000 15:00 16:00 1700 18:00 15900 20000 20100 22:00 23:00 24:00

Database Mame: 4
| Tuesday, July 25th, |

esday, July 26th,

What

Object: 1 Activity Errors Alerts Violations

Verb: 4

Owverview Details by Datasource Diateils by Use

Who ]

S lSes h Score Type Datasource Verb Object User Count Cluser
Datsbsss User: 2

AR : N g. 100 New DEMAMEL CREATEVIEW  SURPISE Shpealeso 23 100
Client IP: 2 Show Relabed Acihvity

Client Hostrame: @ 9 Vohme DEMAMEL SELECT PAYROLL, SALARY S Snow Related Exceptions 123 54
When Q@ 5 Em DERAMEZ INSERT PAYROLL, SALARY gl| Show RelatedViolalions | 53 E3

Add a5 Filber

Date/ Time: ¥ 7/26 2:00am a &5  Emor DBMAMEL4S SELECT PRODUCT-X M [ 23
Exception

Error Type: 3

Ouwrtlier Type: T1

Viclation: 0

Alzris

0 0@ 6 . 9 B



Monitoring on System z - Recent Enhancements

Termination of suspicious DB2 activity
— Terminate a DB2 thread that a Guardium policy has flagged as high risk

Many new System z RACF vulnerability tests
— directly or via zSecure Integration

New Entitlement Reporting for z
- DB2 Catalog and RACF via zSecure

New monitoring of DataSet activity (sequential and partitioned)

Centralized IMS management

Expanded DB2 monitoring including DB2 start and stop

Resiliency across network or server outages
— Consistent across all platforms

Appliance based policy administration
— Consistent with Distributed policies on Guardium Ul
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Automate oversight processes to ensure compliance and reduce operational costs

Easily create custom processes by specifying “_“-_H_._w_m:.q__
unigue combination of workflow steps, actions e —
and users
* Use case N
Different oversight processes for financial v e St
servers than PCl servers = =5
Supports automated execution of oversight
processes on a report line item basis, e ——— "
maximizing efficiency without sacrificing security =& - -
([
Use case g e I P e
Daily exception report contains 4 items | o
know about and have resolved, but one that ~ Z=:7 ..
needs detailed investigation. Send 3 on for .
sign-off: e S

hold one
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Address the Full Data Protection Lifecycle

°DB vulnerability assessments
[ . iy
Masking sensitive data
* Encryption of sensitive data

® Discover your DBMSs
® Discover & classify sensitive

data Discover Assess  ron

o _ _ rchive un-needed data
Coptllnuously update security & & . Preconfigured tests based on
policies Classify Harden best practices

and standards

\ Critical

ke

"

DataServer

-

Infrastructure

9
(] .
® Cross-DBMS policies I:/Ionlt(?r & alle.rt on attacks
® Pre-built compliance : Monitor privileged users
reports (SOX, PCI, etc.) Monitor ® Monitor changed behavior
) ) . [ .
* Enterprise integration & . Real-time alerts
® SIEM integration Enforce . Prevent cyberattacks
* Sign-off management Detect application-layer fraud
® . . . [}
Centralized audit repository Enforce change controls
i °
No database changes Forensics data mining

N

r




Audit and Report

Custom and Pre-Built Compliance Reports

J PCI A{:ﬂelerator[:] l

Custom reporting

SOX and PCI accelerators
@

Financial application monitoring (EBS, JD Edwards,
Peoplesoft, etc)
Authorized application access only

Automated compliance reporting, sign-offs & escalations
(SOX, PCI, NIST, etc.)

il
i
|

erer'.riewu REG 3 Pmtem[]UFtEG & MaintainUFtEG 7 Ftestri-c:‘tU REG EAssignUPCl Req. 10 Track & MonitorU REG 11 TestU PCl Policy Monituringl

Owverview

Cardhelder Server Pz Lizt
Cardholdsrs DB=
Cardhelder Objectz

Data ~Accezsz Map

DB Cilents to Servers Map
Active DB Uzers

Cardholder DB Adminiztration

Source Programs
Review Groups

PCI - Cardholder Server IPs

Start Date: 2007-01-01 00:00:00 End Date: 2007-05-31 00:00:00

Server Type Count of Sessions

Database Name
CARD _DATA
CARD DATA

CARD_DATA

Pud P23 P na
- — — — —
i = —= @A

[ TR T 8

[ -

(]

[ o R R e B ¥}
T = T e ¥ R & B & 7

a E - E

=

BOE@x



Reporting
DDL and DCL

G000 - Srandakens Uit
Siandsd Repots | Uy Mew Repans ¥ | Ducoesr  Assessbiirgen  Cor Paolec S
Busd Queries andFeports | 02 - DO Commuands
Actiity Eepart SiaDate. LT 133048 EndDate. 20991198 1330048
2 Hiases OFF ClientP.  LIKE %
scephions Repo
A DEUssmamne LIKE % MetProt  LIKES
Messages Repod SenerP LIME % SenerTpe LIKE %
Polics Vedlal
Sernce Hetwork [l User
B - DL s Timestamp Server IP Mams Protocol Q’!_!.tu:u Ay Urser Rame
- BOL Comenands 20M-11-18 12:08.45.0 172 21 248 S DEME AT K250151K250151 PLAN=OSNTEPZ  SOLID= ; PROG= VOKE BELECT OM ADHUSER ADHRULE FROM GHOST

G o s Ly 20111918 1205°46.0 172 21 248 S DSMNT B250151K250 PLAMN=DSNTEFZ | S0LI0= | PROG=
Dretabed 508 20101918 120545 0172 M 248 FOENT  TROBANCH  E2S0151E250151 PLAMSDSNITEFRZ | S0LIDs ; PROGS ; DE_NANESADHDE | GRAMNT 5

PHI ACCRSS 20 AT AT A30TE H 248 F05NT  CALLDERCALLSYSILG SYVEELE PLAMSACTRIODN - SOLID-DEIADMNG | PROG=ACTOSNL Y DROP TARLE DEXSL G DSH_PREDICAT_TABLE

201187 1T F0S 01722 4B POSNE  CALL DEICALL SYSSLG DEIADNE PLAMN=ACTEINDN - SOUD=-DEIADMG | PROG=ACSMNISP] O LE SESSION  SYSPRINT

20NMAAT T 201722248 P0SNE  CALLUDERCALLSYSSLG SYSELG  PLAN=ACTEMIDM | SOLC=0E2ADMG | PROG=ACTOS0UL CREATE FABLE DEZSLG DEM_PREDICAT_TABLE ( "QUERYHO® NTEGER NOT NULL OBLOCKHNO SMALLINT NOT
20M-1-T TR0 TR 2B 3 0ENE  CALLDBRCALLEYSSELG DOZADNG PLAN=ACTEMNDM | SOUD=5YE3LG | PROG=ACENOSP
20T TR0 0172 248 ROSNE  CALL DECALL SYSSLG DETADNG FLAN=ACTRIIDM - SOLID=3YSILG | PROGeACINHDD

O O Recorts [T _Jwiats Q0D X O e WD B e

LECT O ADHUSER ADHRIULE TO GHOST
LECT ON ADHUSER ADHRULE TO GHOST

= Arthdly 5 & PTogEam
Epecilic DB User
Graed Co

S0L Emoes
Local Access

Abilit.y to Monitor Data Definition Language Commands
Create, Alter, Drop, etc.

Abilit.y to Monitor Data Control Language Commands
Grant, Revoke, etc.



Reporting
Sensitive Data Access

IBM" InfoSphere™ Guardium®

15:42 | Edif Account poc | Customize | Logout | About | 86 B R

| |
b
|
i{i:!hn

-

Tandard Repors | My New Repors {:-’ Discower | AssessHaden | Comply | Protect
Busld Quenes and Repods 07 - PHI Accass
-Arinely Fepoi Starl Date:  AV1A198 1234210 End Date: 20119008 130341
E AliasEs: FF Lastmtoess « NOW
E tions R t
WZZZ:: St ObjectMame: LIKE %
Pokey Vielsions Timestamp 327 Object Name Finld Hame
I:. - DML Commands i b e ey IND SSm
02 = DOL Commiands 181532450 e
03 - Sslecl Stalerments ?‘:" -.r” O3 | KOy IND'Y_55M
4 - Diotalied S B 1532450
(s o | UL DT | komva INDV_E5M
08 - Acily Sewce Pragram | i gapfa S| e INDY_SSN
09 - Speific OB Uses 1815333800 -
12 - Granl Commands Wi1-11- i i
- D13 BDPHNMRY INDW S5M
13- Failad Logns 2;_1':‘1:'1' o .
!;l - f'-jLIE FTarE 1B 153116 I:ll:'-_:‘5 EDINDNY INDPY_S5M
15« Lacal Access 01111 e S o
17 - 3rd Pty Tool Accais 16 153115, g 01 | KIMDVYY INOW_55M
s i WML oy | ey INDV_S=H
Biany Tout Rupon 16 1531:100 -
2008-11- T ey
1B 1531 ':":l'll:’ L] BIDINI INDY_S5M
201111 = 2 i
1B 163045 DEIJ! RIDILIMCEY INDY_S5M
111 101 AR S e
1B 15-30-40 UL L] KDY INDY S5
H011-11- e :
'BH'JJEL'IE" FOPHNKEY IND_SEM
i1 — _——
'F1Hﬂ¥:llt 3 WIDINDNY INDV_55M
011:11= = ; 1
'E-1‘.'11'IﬁEI'.IB'd| KDIMNDNT INDV_S5M
i |

05 Uer DEANSE 0o vy Wame

Hame
COUALS COUALS PLANSMSEMTC | SCLID=COLALS | PROG=KDNO ; DB _NAME=HDGS0000
COUALS COUALS PLANSMSEMTC | SCUDSCOUALS | PROG=MSMOZ | 0F_NAME=KDAS0000

EE01197 KS013T PLAN=CISTSERY | SOUC=K501180

KE01197

couaLs

couALS

MIDESOMIDEID FLANSMSFMOD |
MSDEZOMEDEID PLAN=MEFMOO |
MSDEZOMSDEDD PLAN=MEF MO0

MSDEZOMEDEIN PLAN=MEFMOO |
MIDEIOMEDEID FLANSMSFMOD |

MSDEIQMSDEDD PLAMN=MEFMOO |

KS01197 PLAN=DISTEERY

con

o

LS

JALS

PLAN=MEFMTC | SQUD=COUALS | PROG=KDIOZ | DB_RAME=KDOSI000D

FLAN=MZFMTC | SQUD=COUALS | PROG=KDION] | DB_MAME=KDQSD00D
SOLD=MSDEIO | PROG=MSFHT | DB_RAME=FRIO00
SOLD=MSDBE20 , PROG=KDIC ; D8_NAME=PLDODDG
SOLID=ME0B20 | PROG=MSFOZ | D8_NAME=PKDI00G
SOLE=MZDE20 | PROG=KDIH] ;| DB_RAME=FRIO000
SOLD=MSDEI0 | PROG=KDNON | DB_NAME=PEDI0D

SOLD=MEDE2Q ; PROG=KDIOZ ;| DE_MNAME=PRDOO0GO

COUALS COUALS PLANSMSFMTC | SOUD=COUALS | PROGSMSME] |, DB_MAMEsKDCS000

MYE BODDMYEBDDD FLAN=DISTSERY | SQUD=MWEBIDD , FROG=IRTHAOOT |, DB_NAME=FHIO0Q SELECT INDW_HRM | FHNM_DISPL_MNM |, N:I"-"_hEF_Mi;ﬂ

| SQUD=1L3Z0 187 | PROG=IRMEP041 | DB_MAME=KDOSI00D

Gl - Standalone Linkt

Sgl
SELECT XMRGN 1D |, NN HEM | PHMM DISPL KM | IKD

SELECT PHMM_DISPFL_NM | INDY_KSRE_MEBR_IKD | XCS5E

PROG=IRMEP4T ;| DB_RAME=FDOSINND SELECT INDA_KSR_MBR_IND | INDA_SSM 0N DOE |

DECLARE KINDCD-CSR CURSOR WITH RETURN FOR SE
(CHAR [ T13 X¥HCAP S5 NDCDESC) , 710, T INDV,
DECLARE EIECURSDRT CURSOR FOR SELECT PHNM_
SELECT }RGH 1D, DY HRN | FHMM DISPL_NM | IRD
DECLARE EISCURSORY CURSOR FOR SELECT PHNM_
SELECTXCAGH_ID , MDY_HRM , PHNM_DISPL_NM | IND
DECLARE EXECURSDRS CURSOR FOR SELECT P‘HHM__
DECLARE EIECURSOR1 CURSOR FOR SELECT XXRGN
SELECT XXRGH_ID |, MNDN_HRN | FHNM_DISPL_NM | IKD
DECLARE ETECURSOR1 CURSOR FOR SELECT PHNM_

SELECT XRGHN_ID , DY_HRM , PHMM_DISPL_NM |, IND

3

Ability to Monitor Access to Objects and Fields Containing Sensitive Data



Reporting
Specific User Activity

IBAY InfoSphere™ Guardism’

Slansaid Repans My Rew Reports £ | Dmcsver  Assssabarden Comply  Privien
= .
Hoidd Cusres and Heporty (e Speecific DE) User 7Bl -ox
PENIER S End Date: 2011-11.18 155040 T
R — i3 Chesil  LME %
it . aireans LME KI5 Mtheet  LIME %
-Medsagen Repon LE % Serew® LIME %
Pk W elaleds ServerType LR %
31 - DAL Commands Sorrar Servics  Cient  Hetwork ‘
T
L s al
AR ey e — . - - P SELECT DBnalaf MaME CREATOR ME L FRON S g 3 DEXES WHERS BPOCIL
L -] i FELIS SRR 01 TEEBATCH | KIS 7 AND DEMAKE NOT N PSILICT DESTRCT MAMNE FRON 575D Sy SDATARLSE WHIDSE RAMT = 708 TVPL = 7) ORDIR B 2,27
.
'151.:_ '_.'1 o [l ] 172 31 248 100G 137 08,1 5O BaTim e AL SELECT BA0OL. i FROU SviBal SrviDaTahiss vl Al Maiif « POR TPl » ¥
2 4 L
'1?-."'[..'” . DB2 17221248 1 127000 TSOBATOH | sIS051 | SELECT DEMAME, MANE CREATOR, BRCOL FROM SyYSBUM SvySTASLELR NHERE DEMAME B (SELECT DT SOATABASE WHERE Ralsf « TORTYIE = ¥
Ay SELECT el CREATOR FROW SvSBl Sy SlATARASE WHERE BPOOL = 7 AMD MAME ROT M (SELECT
T 248 1E0DOD 7. 0 JSEIE
063 YRLHALYNOCR 1370 TSOBATCH | KISMESY | ponmmuct MAME FROM S¥SBU SvICATABASE WHERE NAUE » 7 Ol TYDE » 7) ORDER Bv 73
% E 3 SELECT DEMAME, MANE, CREATOR FROW SYSBE SYSTAS FSPACE WHERE BPOOL = 7 ARD DERALE
- e e A BaE
5 i oy 1aTDOATSOBATEN | KIS | T i (SELECT CISTINCT NAME FROM SYSEN SYSOATABASE WHERE HAUE « 7 OR TYPE « 7| ORDER BY 7,77
15 - Liszad & Coias - o .\_ =
= z SELECT DENAME, MANE, CREATOR, TBHAME, TBCREATOR FRON SvSIBU 5¥SRDENES WHERE BROOIL
T = - 2 7221 24813 7. T 0 &L = - T
17 . 30 Party Tool Artess e g 137001 TSOBATIH | BISHEN | '3 AND CEMAME WOT I (SELECT DISTICT MAME FROU SvSBl vEDATABASE WHERE HAUE = 7 CR TYPE = 7 ORDER BY 7.3.7
e Dz 172.21.248 13061 127.0.0.1 TSO-TSO WIS | DEZ_COMUAND -da trace
Barry Tesd Respord
(1) 172.21.248 13002 127.0.2.1 TEO-TED ISEE DEQ_COMWARD 085 LDG
pe2 1T2.21.240. 13001 127001 TROBATCH | EIS41E1 | SELECT BROOL. HAME FROM SvEBN 5vSDATARLSE WHERE NAME « P ORTYPE= 7
15 .5: oTesa oaz 17221 248 12001 127.0.2.1 THOBATOH SELECT DBRAME, MANE CREATDSR, BROOL FROM 5 5B SYSTAB CERACE WHERE DEHAME M {SILICT DESTINCT HAME FROW 5w5BN 57 EDATARLSE WHERE R = 7 OR TYPE & 7)
01111 - e S R - —— SELECT maisl, CREATOR FROW 5 51 Wl RE BSO0L = 7 AND MAME NOT N CSELECT
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Ability to Report on a Specific User’s Activity



Reporting
Custom Report Building
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Ability to Easily Create Custom Reports Through Point and Click Interface



Agenda
Big Data opportunities and threats
Proactive and preventative measures to information protection
Summary and Call to Action



Summary and call to action..

Enterprise wide protection across many databases, platforms and data
streams

Preventative and proactive data security controls
Real-time data threat detection and monitoring alerts
Support for many data streams — not just transactional
Extensive integration capabilities

Fast implementation with automated workflows, predefined
compliance reports and policies

Data Masking, Encryption and vulnerability assessment.

Sign up for future related papers in 2015 “The world of DB2 for z/0OS” on
Linkedin and Facebook
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